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Abstract: 

The research paper has been started with the concept and meaning of digital evidence. In addition, the 
principles of the Evidence Act have been explained with amendments with respect to digital evidence. 
Several judgments of the Supreme Court of India have been cited in the context of admissibility and 
perplexity of digital evidence. Lastly, the safeguards and procedures to be followed by the Indian 
judiciary in handling digital/electronic evidence are also mentioned in the research paper. 
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Introduction 

India has seen a new technological revolution in the 21st century, which not only mesmerized India but 
the entire world. In this era, the use of computers is not only limited to established organizations or 
institutions, but its use is available to every individual at the swipe of a finger. The information 
technology system has created a cyber-world, in which the Internet provides equal opportunity to all 
individuals to access, store, analyse data, etc., with high-tech applications, all of which can be accessed 
through websites. This increasing reliance on data capacity in electronic correspondence, online enterprise 
and advanced infrastructure has certainly led to a change in legislation that identifies both general and 
criminal issues in India with regulations on data innovation and tolerance of electronic data. The changes 
in the Indian Evidence Act, 1872, the Indian Penal Code, 1860 and the Bankers’ Books Evidence Act, 
1891 provide a legislative framework for the operation of the e—world. The Indian courts have evolved 
case law with regard to rule changes as well as relying on online data. In addition, the judges recognized 
the specific ‘such’ existence of testimony that required it to be incorporated into law with respect to the 
admissibility of such evidence and the means of bringing and recording digital information under the 
watchful eye of the court.' All probative documents that are installed or delivered from a computerized 
system and can be accessed in advance by the judicial process are “tangible information” or “electronic 
proof”. With changes in law, Indian courts have evolved case law regarding reliance on digital/electronic 
evidence. Judges have also demonstrated sensitivity to the intrinsic ‘electronic’ nature of evidence, 


including insight into the admissibility of such evidence and the manner in which digital evidence may be 


} Soni Lavin Valecha, Sonika Bhardwaj [March, 2020], Admissibility of Electronic Evidence under the Indian Evidence Act, 1872, 
International Journal of Management and Humanities, Vol. 4, Issue 7, at p. 1. 
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brought and filed in court.” The e-evidence can be found in e-mails, digital photographs, ATM transaction 
logs, word processing, documents, instant message histories, files saved from accounting programs, 
spreadsheets, internet browser histories databases, contents of computer memory, computer backups, 
computer printouts, global positioning system tracks, logs from a hotel’s electronic door locks, digital 
video or audio files. Digital evidence tends to be more voluminous, more difficult to destroy, easily 
modified, easily duplicated, potentially more expressive and more readily available.’ 

2. MEANING OF DIGITAL/ ELECTRONIC EVIDENCE 

The type of evidence being talked about in the present research paper has been described in various ways 
such as ‘digital evidence’, ‘electronic evidence’ or ‘computer evidence’. The term digital is commonly 
used in computing and electronics, especially where physical-world information is converted into binary 
numerical form, as in digital audio and digital photography.* Definitions of digital evidence include 
“information of potential value stored or transmitted in binary form; and the information is stored or 
transmitted in binary form that can be relied on in the court”. While the term ‘digital’ is very broad, as we 
have seen the use of ‘binary’ is very restrictive, as it describes only one form of data. Electronic 
evidence: data [including the output of analogue devices or data in digital format] that is manipulated, 
stored, or communicated by a man—made device, computer or computer system, or transmitted over a 
communication system, which has the ability to form a factual account of one’s is more likely or less 
probable than the party without the evidence.” The above presented definition mainly highlights three 
elements: First, it is intended to include all forms of evidence that has been created, manipulated, or 
stored in a product that, in its broadest sense, can be considered a computer, except the human brain. 
Second, it is intended to encompass a variety of devices by which data can be stored or transmitted, 
including analogue devices that produce output. Ideally, this definition would include any type of device, 
be it a computer, as we currently understand the meaning of computer; telephone systems, wireless 
telecommunications systems and networks, such as the Internet; and computer systems that are embedded 
in a device, such as mobile telephones, smart cards, and navigation systems. The third element limits the 
data to information relevant to the process by which the dispute, whatever the nature of the disagreement, 
is decided by an adjudicator, whatever the form and level of the decision. This part of the definition 
includes an aspect of admissibility—only relevance—but does not use ‘admissibility’ in itself as a 
defining criterion, as some evidence would be admissible but would be excluded by the adjudicator from 
within the scope of his authority, or would be inadmissible for reasons that have nothing to do with the 
nature of the evidence—for example the way in which it was collected. The last criteria, however, 
restricts the definition of electronic evidence to those items offered by the parties as part of the fact— 
finding process.° 

Furthermore, in this research paper it is submitted that the huge growth in e-governance and e-commerce 


activities in the public and private sector, electronic evidence has become a fundamental pillar of 


? Admissibility of Digital Evidence in India was re—defined by Tejas Karia, Akhil Anand and Bahaar Dhawan of the Indian Supreme Court. 

> Available at https://www.linkedin.com/pulse/electronic-evidence-digitalcyber-law-india-adv-prashantmali, last accessed on 24" June, 
2021. 

4 Dholam Swaroopa, Electronic Evidence and its Challenges, available at: 
http://mja. gov.in/Site/Upload/GR/Title%20NO.129(As%20Per%20Workshop%20List%20title%20no129%20pdf).pdf last accessed on 
24" June, 2021. 

> Ibid. 

ê Burkhard Schafer and Stephen Mason, Characteristics of Electronic Evidence in Digital Format, in Electronic Evidence, edited by Stephen 
Mason, LexisNexis, 2013, at pp. 17—25. 
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communication, processing and documentation. The government agencies are opening up to introduce 
various governance policies through electronic means and to regulate and control the industries from 
time-to-time filing is done through electronic means. These various forms of electronic evidence/digital 
evidence are increasingly being used for judicial proceedings. At the trial stage, Judges are often asked to 
rule on the admissibility of electronic evidence and this largely affects the outcome of a civil law suit or 
conviction/discharge of the accused. The different types of electronic evidence such as CD/DVD, hard 
disk/memory card data, website data, social network communications, email, instant chat messages, 
SMS/MMS and computer—generated documents present problems and challenges unique to the proper 
authentication and subject.’ 

3. DIGITAL EVIDENCE AND THE INDIAN EVIDENCE ACT 

The definition of evidence given in the Indian Evidence Act, 1872 includes: [a] the evidence of witness 
i.e., oral evidence, and [b] documentary evidence which includes electronic record produced for the 
inspection of the court. Section 3 of the Act amended and the phrase: “all documents produced for the 
inspection of the Court” was substituted by “all documents including electronic records produced for the 
inspection of the Court”. In relation to documentary evidence, in section 59, for the words “contents of 
documents”, the words “materials of documents or electronic records” have been substituted and Sections 
65—A and 65-B to include admissibility of electronic evidence is included. Traditionally, the basic rule of 
evidence is that direct oral evidence can be combined to prove all facts except documents. The hearing 
rule shows that no oral evidence which is direct, cannot be relied upon unless it is saved by one of the 
exceptions mentioned in Sections 59 and 60 of the Evidence Act dealing with the hearing rule. However, 
the hearsay rule” in the case of documents is not as restrictive or straightforward as it is in the case of oral 
evidence. This is because it is established law that oral evidence cannot prove the contents of a document, 
and the document speaks for itself. Therefore, where a document is absent, oral evidence cannot be given 
as to the accuracy of the document, and cannot be compared with the content of the document. This is 
because it would distort the hearsay rule [since the document is absent, the truth or accuracy of the oral 
evidence cannot be compared with the document]. To prove the content of a document, primary or 
secondary evidence must be offered.'’ While the primary evidence of the document is the document 
itself,” it was felt that there would be situations in which the primary evidence may not be available. 
Thus, secondary evidence in the form of certified copies of the document, copies made by mechanical 
processes and oral accounts of any person who witnessed the document were allowed under Section 63 of 
the Evidence Act for the purpose of proving the contents of the document. Therefore, the provision of 
allowing secondary evidence in a way undermines the principles of the hearsay rule and seeks to address 
the difficulties of securing the production of documentary primary evidence where the original is not 


available. Section 65 of the Evidence Act sets out situations in which primary evidence of a document is 


7 Utkal Contractors & Joinery Pvt. Ltd. v. State of Orissa AIR 1987 SC 1454. 

8 Section 3 of the Indian Evidence Act, 1872. 

° The Indian Evidence Act has been amended by virtue of Section 92 of the Information Technology Act, 2000. 

10 Anything said outside the court by a person absent from the hearing, but presented as evidence by a third person during the hearing. The 
law excludes evidence from hearsay because it is difficult or impossible to determine its truth and accuracy, which is usually achieved 
through cross—examination. Since the person who made the statement and the person to whom it was said cannot be cross—examined, the 
account of a third person is excluded. There are some exceptions to this rule which do not need to be explained here. 

1L Anvar v. Basheer and the New [Old] Law of Electronic Evidence: The Centre for Internet and Society, available at 
http://cisindia.org/internetgovernance/blog/anvarvbasheernewoldlawofelectronicevidence last accessed on 5" March, 2021. 

12 Section 62 of the Indian Evidence Act, 1872. 
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not required to be produced, and secondary evidence—as listed in Section 63 of the Evidence Act—may 


be presented. This includes situations when the original document: 


(a) is in hostile possession; 

(b) or has been proved by the prejudiced party itself or any of its representatives; 

(c) is lost or destroyed; 

(d) cannot be easily moved, i.e., physically brought to the Court; 

(e) is a public document of the State; 

(f) can be proved by certified copies when the law narrowly permits; and 

(g) is a collection of several documents. "° 
4. DIGITAL/ELECTRONIC DOCUMENT 
The hearsay rule faced a few new challenges, when records became digitized. While the law presupposed 
mostly primary evidence (i.e., the original document itself) and created special conditions for secondary 
evidence, increasing digitization meant that more and more documents were stored electronically. 
Therefore, indirect confirmation exposure to media has grown. In the Anvar case," the Apex Court noted 
that: 
“There is a revolution in the way that evidence is produced before the court. Before 2000 in India, 
electronically stored information was treated as a document and secondary evidence of these electronic 
‘documents’ was added through printed reproductions or transcripts, whose authenticity was certified by a 
competent signatory. The signatory shall identify his/her signature in the court and shall be ready for 
cross—examination.” 
This simple procedure met the conditions of both Sections 63 and 65 of the Evidence Act. In this way, 
Indian courts readily adopted a law formulated a century earlier in Victorian England. However, as the 
speed and spread of technology expanded, and as the creation and storage of electronic information 
became more complex, the law had to change more significantly.' Under the provisions of Sections 61 to 
65 of the Indian Evidence Act, 1872, the words “document or contents of documents” have not been 
substituted with the words “electronic document or contents of electronic documents”. In accordance with 
this purpose, for example, it is abundantly clear that the legislative body does not apply the applicability 
of sections 61 to 65 for electronic records. It is the main principle of interpretation that if the legislature 
refuses/omitted to use any of the words, it is presumptive that the omission has been intentional. It is well 
known that the legislature does not use the word unnecessarily. '° 
In this connection, the Supreme Court in Utkal Contractors and Joinery Pvt. Ltd. v. State of Orissa” 
held that: 
“...Parliament is also not expected to express itself unnecessarily. Just as Parliament does not use any 
word without any meaning, similarly where no legislation is necessary, Parliament does not make 


legislation. Parliament cannot be presumed to make laws for the sake of law; nor engage in legislation 


Manisha T. Karia and Tejas D. Karia [2012], India [Chapter 13] in Stephen Mason, [ed], Electronic Evidence, [3 edn.], Lexis Nexis 
Butterworths, at pp. 34—40. 

14 Anvar P.K. v. P.K. Basheer and Ors [2014] 10 SCC 473. 

15 Section 62 of the Indian Evidence Act, 1872. 

16 B_evidence in India by Prashanti, available at www.legalservicesindia.com, last accessed on 5" March, 2021. 

17 AIR 1987 SC 1454. 
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merely to state what is unnecessary to say or what has already been done legitimately. Parliament cannot 
be considered to make laws unnecessarily.” 
The IT Act modified Section 59 of the Evidence Act, 1872 to exclude electronic records from the 
potential force of oral evidence in the same manner as documents were excluded. This is the reuse of the 
electronic records hearsay statute. 
But, instead of presenting electronic records for examination of secondary evidence—which, for 
documents, is contained in Sections 63 and 65, it added two new evidence rules for electronic records in 
the Evidence Act: Section 65—A and Section 65-B. In fact, since information in an electronic structure 
cannot be presented in a courtroom due to computer/server scale, houses in machine language and certain 
lines that allow the reader to analyse it. In fact, as the information in the electronic structure cannot be 
produced in the court room due to the computer/server scale, houses in machine language, and along 
certain lines, which allow the reader to analyse it. The purpose of legislative authority is to provide a 
specific law whose origin lies in an advanced understanding of the evidence. Section 65—A of the 
Evidence Act provides for extraordinary electronic evidence legislation—electronic evidence material can 
be defined in compliance with the provisions of Section 65—B.'* This section performs the same function 
for electronic records that section 61 does for documentary evidence: it creates a separate procedure, 
distinct from the simple procedure for oral evidence, to ensure that the abduction of electronic records 
obeys the hearsay rule. It also protects other interests, such as the authenticity of the technology and the 
sanctity of the information retrieval process. But Section 65—A is further distinguished as it is a special 
law which is different from the documentary evidence procedure in Sections 63 and 65. Section 65—B of 
the Evidence Act outlines a special method for proofing electronic documents. Sub—section [2] lists the 
technical requirements under which a copy [including a print—out] of an original electronic record may be 
used: 

(a) at the time of the creation of the electronic record, the computer that created it must have been 

in regular use; 

(b) the details in the electronic record should be fed to the computer frequently and regularly; 

(c) The computer was working fine; and 

(d) A backup of actual electronic records should be repeated. 
Section 65—B of the Evidence Act makes the secondary copy acceptable as a computer output, printout or 
data copied on electronic/magnetic media. It provides: 
“Notwithstanding anything contained in this Act, any information contained in an electronic record which 
is printed on a paper, stored, recorded or copied in optical or magnetic media, produced by a computer 
shall be deemed to be also a document, if the conditions mentioned in this section are satisfied in relation 
to the information and computer in question and shall be admissible in any proceedings, without further 
proof or production of the original, as evidence of any contents of the original or of any fact stated therein 
of which direct evidence would be admissible.” 
4.1 SECTION 65-B[2] 
The computer through which documents are produced is often used to collect or process information 


about actions to be taken by a person with legal control at the time that refers to the period of regular use 


!8 Section 65-A of the Indian evidence Act, 1872: Special provisions as to evidence relating to electronic record. 
1 Section 65-B provides for “Admissibility of Electronic Records”. 
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of the device. The data is transmitted to a database in the regular sequence of operations of the person 
having legal control over the computer.”” 
4.2 SECTION 65-B[3] 


The following computers would constitute a single computer: 


(a) By a combination of computers working in that period; or 

(b) By different computers running one after the other during that period or 

(c) By various combinations of computers working continuously in that period; or 

(d) In any other manner involving the successive operation of one or more, in any order, during that 
period. 

(e) In any other manner involving one or more computers and one or more combinations of 


computers, continuously operating, in any order, over that period. 


4.3 SECTION 65-B[4] 

In respect of a person who may issue a certificate and the contents of a certificate, it grants a certificate 
having done any of the following: identifying the electronic record containing the statement and 
describing the manner in which it was produced; giving the particulars of device, dealing with any of the 
matters to which the conditions mentioned in sub-section [2] relate and purporting to be signed by a 
person occupying a responsible official position in relation to the operation of the relevant device or the 
management of the relevant activities [whichever is appropriate] shall be evidence of any matter stated in 
the certificate and for the purposes of this subsection it shall be sufficient for a matter to be stated to the 
best of the knowledge and belief of the person stating it.*! This contention is further strengthened by the 
insertion words “Notwithstanding anything contained in this Act” to Section 65—A and 65-B, which is a 
non obstante clause, further fortifies the fact that the legislature has intended the production or exhibition 
of the electronic records by Section 65—A and 65-—B only. In order to give the enacted part of the Act, in 
the event of a conflict, a broad effect on the section in the same or some other Act referred to in the non— 
obstruction clause, a non-restriction clause is usually added to a section. It is equivalent to saying that, in 
view of the clauses or functions mentioned in the non—discrimination clause, the law that ensues must act 
in its entirety or the provisions contained in the non—discrimination clause shall not impede the 
implementation of the law or system. The aforesaid principles of interpretation with respect to the non— 
obstante clause in form of “Notwithstanding anything contained in this Act” is further supported by the 
Supreme Court in Union of India and Anr v. G.M. Kokil and Ors” observed that: 

“It is well recognized that a non—discriminatory clause is a legislative device generally used for overriding 
the presence and the implications of all the competing clauses in order to give effect to certain adverse 
laws which can either be found in that Act or some other law.” 


Further, the Supreme Court in Chandavarkar Sita Ratna Rao v. Ashalata S. Guram,” explained as: 


2 Section 65—B[2] of the Indian Evidence Act, 1872 lists the technological conditions upon which a duplicate copy [including a print—out] 
of an original electronic record may be used. 

*I Section 65-B [4] of the Evidence Act lists additional non-technical qualification conditions for establishing the authenticity of digital 
evidence. This provision requires the production of a certificate by a senior person who was responsible for the computer on which the 
electronic record was created, or stored. The certificate must uniquely identify the original electronic record, describe the method of its 
manufacture, describe the equipment that made it, and certify compliance with the technical conditions of Sub-section [2] of Section 65— 
B should do. 

? [1984] SCR 196. 

3 [1986] 3 SCR 866. 





Legal Research Development |Junel 2021 


Admissibility And Perplexity Of Digital Evidence: An Overview 


“It is equal to stating it would work in full in the light of the provisions of the Act or any other legislation 
specified in the non—discrimination clause, or any other agreements or documentation referred to thereafter.” 

5. DIGITAL EVIDENCE AND INDIAN JUDICIAL SYSTEM 

In Som Prakash v. State of Delhi,” the Supreme Court has rightly held that: 

“Nothing can be imagined more primitive in our technological age than denying discoveries and swearing by 
traditional oral evidence, nothing can diminish the brutal forensic efficiency, which leads to the need for 
scientific aid to prove guilt.” 

Statutory changes are needed to fully develop a problem-solving approach to criminal trials and deal with the 
heavy workload on investigators and judges. In SIL Import, USA v. Exim Aides Exporters, Bangalore,” the 
Apex Court held that: 

“Technological advances like facsimile, internet, e—mail etc., were in rapid progress even before the Bill for the 
Amendment Act was discussed by the Parliament. Therefore, when the Parliament considered giving notice in 
writing, we cannot ignore the fact that the Parliament was aware of the modern tools and equipment which were 
already in vogue.” 

In State v. Mohd. Afzal and Ors,” the Court held that: 

“Computer generated electronic records is evidence, admissible at a trial if proved in the manner specified by 
Section 65B of the Evidence Act.” 

The Evidence Act mandates a special procedure for electronic records as printed copies of such information are 
vulnerable to manipulation and misuse. This is what the veteran defence lawyer, Mr. Shanti Bhushan told 
Navjot Sandhu case,” where there were discrepancies in the CDR as evidenced by the prosecution. Despite 
these shortcomings, unless the state demonstrated the absence of malicious conduct, the evidence should be 
disqualified, with the Supreme Court taking steps to substantiate secondary evidence even if it was able to do 
so. The Court did not compare the printed CDR with the original electronic record. Essentially, the court 
allowed evidence at the hearing. This is precisely the situation in which Section 65—B of the Evidence Act 
intends to avoid the requirement of a fair certificate under Sub-section [4] which also speaks for compliance 
with the technical requirements of Sub—section [2]. 

In later years, printed versions of CDRs were accepted in evidence if they were attested by an officer of the 
telephone company under Sections 63 and 65 of the Evidence Act. The special procedure of Section 65—B was 
ignored. This has created a state of confusion and counterargument. For example, in the case of Amar Singh v. 
Union of India,” all parties, including the state and the telephone company, disputed the authority as well as 
the authenticity of the printed transcripts of the CDRs. Presently, in the case of Ratan Tata v. Union of 
India,” a compact disc [CD] containing intercepted telephone calls was produced in the Supreme Court without 
following any procedure contained in the Evidence Act. In Avnish Bajaj v. State,*' the question was raised as 
to what kind of distinction we make between an Internet Service Provider and a Content Provider. The burden is 


on the accused that he was the service provider and not the content provider. It also raises several issues about 


4 AIR 1974 SC 989: [1974] Cri.LJ 784. 

25 [1999] 4 SCC 567. 

2 [2003] DLT 385: [2003] 71 DRJ 17. 

*7 State v. Navjyot Sandhu AIR 2005 SC 3820. 

°8 Anvar v. Basheer and the New [Old] Law of Electronic Evidence: The Centre for Internet and Society available at, 
http://cisindia.org/internetgovernance/ blog/anvarvbasheernewoldlawofelectronicevidence, last accessed on 5" March, 2021. 

? [2011] 7 SCC 69. 

*° WP [Civil] No. 398 of 2010. 

31 [2008] 105 DRJ 721. 





Legal Research Development |Junel 2021 


Admissibility And Perplexity Of Digital Evidence: An Overview 


how the police should handle cyber—crime cases and needs a lot of education. 
The tendency to ignore the special procedure prescribed for linking electronic records as evidence was also 
noticed in the later cases. For example, Ratan Tata v. Union of India? was another case where a CD 
containing intercepted telephone calls was produced in the Apex Court without following the procedure 
prescribed under Section 65—B of the Evidence Act. In case Anwar v. Basheer,” the Court held that Section 
65—B of the Evidence Act has been inserted by way of amendment by the Information Technology Act, 2000. 
As much as it is a special provision that governs digital evidence and will override the general provisions with 
respect to adding secondary evidence under the Evidence Act. In 2007, the United States District Court for 
Maryland handed down a landmark decision in Lorraine v. Markel American Insurance Company” that 
clarified rules regarding the discovery of electronically stored information. In US federal courts, the law of 
evidence is set forth in the Federal Rules of Evidence. In Lorraine case, when electronically stored information 
is offered as evidence, it needs to be confirmed by the following tests for it to be admissible: 

1) Is the information relevant? 

2) Is the information authentic? 

3) Is it hearsay? 

4) Isit original or, if it is a duplicate, is there admissible secondary evidence to support it? 


5) Does its probative value survive the test of unfair prejudice? 


In a small way, the Anwar case does for India what Lorraine did for the US federal courts. In Anwar, the Apex 
Court explicitly returned the Indian electronic evidence legislation to a special procedure created under Section 
65-B of the Evidence Act. It did so by invoking the maxim ‘generalia specialibus non dérogant’ [does not 
differ from general specific], which is a restatement of the principle of lex ‘specialis dérogate legi generale 
[special law nullifies common law]. The Apex Court held that the provisions of Section 65—A and 65—B of the 
Evidence Act created a special law that overrides the ordinary law of documentary evidence. Evidence of 
electronic record is a special provision introduced by the IT Act by amending various provisions under the 
Evidence Act. The heading Section 65—A of the Evidence Act, read with Sections 59 and 65-B, suffices to hold 
that the special provisions on evidence relating to electronic records shall be governed by the procedure 
prescribed under Section 65—B of the Evidence Act. It is a complete code in itself. Being a special law, the 
common law has to be followed under Sections 63 and 65. By doing so, it disqualified oral evidence produced 
to substantiate secondary documentary evidence. If the requirements under Section 65—B of the Evidence Act 
are not complied with, as the law is now in India, the Evidence Act does not contemplate or permit proof of 
electronic record by oral evidence.” 

The scope for oral evidence is introduced later. Once the electronic evidence is properly combined with the 
certificate of Sub-—section [4] in accordance with Section 65—B of the Evidence Act, the other party may 
challenge the genuineness of the original electronic record. If the original electronic record is challenged, 
Section 22—A of the Evidence Act allows only oral evidence as its genuineness. Note that Section 22—A 
disqualifies oral evidence as the content of an electronic record, only the genuineness of the record can be 
discussed. In this regard, oral evidence much more relevant than the reality of the record may be offered by the 


examiner of electronic evidence, an expert witness under Section 45—A of the Evidence Act, who is appointed 


» WP [Civil] No. 398 of 2010 before the Indian Supreme Court. 

3. AIR 2015 SC 180. 

* 241 FRD 534 [D. Md. 2007]. 

°°. Lorraine v. Markel American Insurance Company 241 FRD 534 [D. Md. 2007]. 
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under Section 79-A of the IT Act. In Sanjaysinh Ramrao Chavan v. Dattatreya Gulabrao Phalke,*° the 
Court, while relying on the Anwar case judgment, while considering the admissibility of transcription of 
recorded conversation in a case where the recording was translated, it was held that the voice recorder did not 
subject itself to analysis, there is no point in relying on the translated version. Without a source, there is no 
authenticity of a translation, with source and authenticity being the two major factors of electronic evidence. 


Hearing by the Delhi High Court in Jagdev Singh v. State and Ors,” 


while dealing with admissibility of 
telephone calls intercepted in a CD and CDR which were without certificate under Section 65-B of the 
Evidence Act, the Court observed that electronic evidence without a certificate is inadmissible under Section 
65-B of the Evidence Act and cannot be considered by a court for any purpose. 

6. Conclusion 

Strict compliance of Section 65—B is now mandatory for persons who wish to rely on e—mails, websites or any 
electronic record in a civil or criminal trial before courts in India. This approach of the Supreme Court of India 
is to ensure that electronic evidence is imparted credibility and evidence value, as electronic records are more 
prone to tampering and alteration. Justice Kurian in his judgment observed that: 

“Without such safeguards, electronic records being susceptible to tampering, alteration, transfer, tampering, 
etc., exhaustive testing based on evidence of electronic records may lead to a travesty of justice.” 

Therefore, computer generated electronic records cannot be completely relied upon, as they are likely to be 
obstructed. The Indian Evidence Act may be amended to quash any manipulation—at least for the purposes of 
assuming the prima facie authenticity of the evidence of an electronic record—by adding a condition that the 
record was made in the ordinary course of time by a person who was not a party to the proceedings and the 
proponent of the record did not exercise control over the making of the record. By ensuring that the record was 
made by a party that was prejudicial to the interests of the proponent of the record, and that the record was 
being used against the hostile party, the risk of record manipulation would be significantly reduced. This is 
because, it is argued that neither party would like to substantiate the authenticity of the record with which its 
information was tampered with. The law also needs to constructively address the burden on the proposer to 
provide evidence as to the author of the document to determine whether any manipulation or alteration took 
place after the record was created, the computer program 20 more records are complete or not. The Courts also 
need to note that data can easily be forged or altered, and Section 65—B of the Evidence Act does not address 
these contingencies. For example, when forwarding e—mail, the sender can edit the message. Such changes are 
often not traceable by the recipient, and therefore a third party’s certificate to dispute may not always be a 
reliable condition for providing the authenticity of the document. Serious issues have been raised in the digital 
world due to malpractices such as falsification and impersonation of information regarding the authenticity of 
information relied upon as evidence. This raises the question of how it is possible to prove the creation and 
transmission of electronic communications by one party, when the party’s name as the author of the post could 
have been inserted by anyone. Perhaps, it may be prudent for the courts or the government to constitute a 
special team of digital evidence experts who will assist the courts and specifically check the authenticity of 
electronic records. Challenges with respect to the acceptance and appreciation of electronic evidence, India still 
has a long way to go to keep pace with the developments globally. Although amendments were introduced to 


ease the burden of the proponent of records, they cannot be said to be without limitations. It is clear that India 
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has not yet developed a mechanism to ensure the veracity of the contents of electronic records, which are open 
to manipulation by any party gaining access to the server or location where it is stored. Along with the 
advantages, the entry of electronic evidence can be complicated at the same time. It is for the courts to see 
whether the evidence meets the three essential legal requirements of authenticity, credibility and integrity. After 
the decision of the Anvars case by the Apex Court to lay down the rules for admissibility of electronic evidence, 
it can be expected that Indian courts will take a consistent approach, and take all possible safeguards to accept 


and appreciate electronic evidence. 
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